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Nlyte IntegrationwithCenterScapebyRF

Code
The optional Nylte Integration Module and Nlyte’s Asset Sync Framework together allow customers
to integrate and synchronize data from both RF Code’s CenterScape and the Nlyte DCIM solution.

Important: Nylte 7 or later must be installed and configured before the Nlyte
Integration Module can be used.

The Nlyte Integration Module must be installed and configured on a new
CenterScape instance to which no assets or locations have yet been added.

MinimumRequirements

l CenterScape version 1.2.1 or later

l RF Code’s Nylte Integration Module package

l Nlyte 7 or 8

l Nlyte’s Asset Sync Framework 7.9.140 or later

l Linux or Windows server to host module (can be installed to same host as Nlyte and/or
CenterScape or to another)

InstallandConfigurePackages
This document assumes that Nlyte 7 or 8 is already installed and running. CenterScape and the Nlyte
Integration Module must be downloaded, installed, and configured. The following steps must be
completed, in the listed order, to complete the Nlyte Integration with CenterScape:

l Download and install CenterScape
l Add at least one license key and restart service

l Copy js0 file to jetty/logs/postupgrade and restart service

l Import schema file supplied with Integration Module

l Import config files supplied with Integration Module

l Add tag groups
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l Download Nylte Integration Module installer package
l Add js0 to jetty folder

l Restart CenterScape service

l Verify that Nlyte Expected Location Attribute appears in CenterScape’s UI

l Run serversync installer

l Run cabinetname installer

l Edit config files

l Schedule Task

l Build Location Tree

l Configure Asset Sync Framework

l Create Cabinets and Assign to Locations

l Run Full Sync
Each of these steps is described in detail in the remainder of this document.
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CenterScape Installation
If you have selected the database to be used, set up the database before installing CenterScape.
Otherwise, for a pilot deployment, install CenterScape using the PostgreSQL that is bundled with the
product.
To install CenterScape:

1. Run the installer image provided by RF Code.

2. Follow the prompts of the Installation Wizard.

3. Choose the Local Zone Manager option.

l If you are using an external database, do not check the Install and Configure PostgreSQL
box. You will later be able to specify the database to which CenterScape will connect.

l If you are using the default PostgreSQL Database that is integrated into the CenterScape
installer, check the Install and Configure PostgreSQL box.

4. The Admin Console will launch automatically upon completion of installation.
NOTE: It will take a few minutes for CenterScape to initialize.

5. Log in with the default Administrator user name and password (case sensitive):

l Username: admin

l Password: admin

6. After logging in, proceed to the Software Configuration section(s).
NOTE: At any time, you can launch the CenterScape web interface by navigating to Start >
Programs > RF Code > CenterScape or by navigating in a browser to
http://{server host name}:6580
NOTE: Refer to the CenterScape System Administration Guide available from
Support.RFCode.com for further details about installing and configuring CenterScape.
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AddLicenseKeys
A license key is a 16-digit encoded alphanumeric dash-separated sequence that is generated by RF
Code. All license keys are unique, and depending on the coding scheme, the key will turn on specific
software capabilities and entitle you to create and manage a select number of racks, assets, sensors or
other items within the software. Keys may be issued with a fixed time-out basis (expiration date). At a
minimum, you must enter a single Product Enablement key once CenterScape is installed. Additional
license keys may be purchased and added at any time.

1. Log in. If no license has yet been added, CenterScape opens to the License Key configuration
screen.

2. Click the Add License Key button.

3. In the Create: License Key pop-up window, enter the Product Enablement Key provided by
RF Code.
NOTE: License Keys must be added exactly, including dashes.

4. Click OK when finished.

5. Click Restart Service. CenterScape performs an orderly shutdown and restart.
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6. Log in.

7. If desired, navigate to Admin Console > Configuration > License Keys.

The License Key Information pane displays a partially obscured License Key, the number of units (for
example, sensors or racks) licensed, the date on which each license was installed, its expiration date
(Never for perpetual licenses), and the license key type.
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ConfigureCenterScape forNlyte Integration
As part of the CenterScape installation process, a number of folders are created on the host server. A
special file must be added to one of these folders in order to support an attribute not otherwise used by
CenterScape. This file is included in the Nlyte Integration Module package.

1. Open the Nlyte Integration Module package.

2. Copy the file nlyte-exp1.2.js0.

3. Navigate to ...jetty/logs/postupg.

4. Paste the file into that folder.

5. Restart the CenterScape service. The system takes approximately five minutes to restart.

6. In the CenterScape UI, login and navigate to Admin > Data Schema > System Attributes.
Verify that the Nlyte Expected Location Attribute appears in the list of system attributes.

7. Navigate to Admin > Configuration > Import Configuration > System Configuration
File.

8. Click Browse... and select the schema file included in the Nlyte Integration Module package to
Upload.

9. Click Browse... and select the configuration file included in the Nlyte Integration Module pack-
age to Upload.

10. Once all provided schema and configuration files have been imported, Add Tag Groups for all
tags that will be used within the Nlyte integration.
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Important: Tag Groups must be added before running the integration.
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ConfigureTagGroups
Tag Groups tell CenterScape how to interpret beacons it receives. A Tag Group is made up of a three-
character Treatment Code and a six-letter Group Code (both printed on the label of each tag). This
combination signals CenterScape to expect data from those types of tags defined by the Tag Group
and instructs the system on how to treat the data it receives from them. Tag models that look and
behave similarly are assigned the same Tag Group. Tag Groups must be configured for all the types of
tags you have deployed, which can then be detected and associated with assets or, in the case of sensor
tags, assigned to the locations where environmental conditions will be monitored.

AddaNewTagGroup

1. Navigate to Admin Console > Configuration > Tag Groups and click the New button.

2. In the right pane, click the Tag Group drop-down menu and find the correct Treatment
Code for the Tag Group that you want to add. When a Treatment Code is clicked, Tag Group
configuration fields appear. In the Basic Information section, the Group Code (for example,
RFCRCK) will be pre-populated.
NOTE: The Treatment Code is printed on each tag on the bottom right corner of the label. 
When you enter a Treatment Code, the Group Code will pre-populate with a common Group
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Code; however, this may not match the Group Code on your tag.  If it does not, enter the
Group Code on your tag instead. Refer to the section on Tag Codes in the Appendix or the
CenterScape Knowledge Base for more information about Group Codes and Treatment
Codes.
NOTE: Each Tag Group can have multiple Group Codes; you may need to specify a
different Group Code than the one that appears in the field. 

3. In the Name field, type the Group Code again, unless you need to name the Tag Group some-
thing different.

4. Click the Save Changes button at the bottom of the window.

5. After Readers and tag groups have been configured, tags can be detected.
NOTE: It may take up to five minutes for tags to be detected after configuration.
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InstallRF Code'sNlyte IntegrationModule
The RF Code Nylte Integration for CenterScape software can be configured on Windows or Linux. It
may be installed on the same host that runs Nlyte and/or , or on a separate host. The integration adds
no significant drain on system resources.
Contact Professional Services to obtain the scripts, which are built as self-contained archives for either
Windows or Linux platforms.

Install inWindows:
Two installers must be run to extract the files. They are named rfc-ss-cabinetname-impl_
setup.exe and rfc-ss-serversync-impl_setup.exe. Click on each installer.
After both scripts are installed, their config files must be modified.

1. Click on one of the .exe installers.

2. Click on the second installer.

3. Navigate to the folder where the files were installed, RF Code > mod_data >config.

4. In each of the two installer files:
a. open the config file

b. replace the default ipAddress, port, username, and password with the correct inform-
ation for your CenterScape instance.

c. If using SSL, add the appropriate parameters.

d. Save and close the configuration files.
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Installon Linux:

1. Create an empty directory into which the integration module will be installed.

2. Untar the two installer packages to the directory. These installers are named rfc-ss-cab-
inetname-impl.tar.gz and rfc-ss-serversync-impl.tar.gz.

3. Navigate to the folder where the files were installed. Within this directory are two
configuration files that must be modified, mod_data/config/rfc-ss-nlyte-
cabinetname-impl/config.json and mod_data/config/rfc-ss-
nlyte-serversync-impl/config.json

4. In each of the two config files:
a. replace the default ipAddress, port, username, and password with the correct inform-

ation for your CenterScape instance.

b. If using SSL, add the appropriate parameters.

c. Save and close the configuration files.
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SSL forNlyte Integration
SSL is an optional security setting. There are three possible SSL options, and example code is
provided below for each: no SSL, SSL but no verification, SSL with imported client certificate. Edit
your config files to include parameters for the desired SSL settings.
No SSL – Use non-encrypted HTTP only. (There is no need to add additional parameters to the config
file.)

Use SSL but do not require verification of the host certificate – This is useful for self-signed
certificates. (Add scheme and rejectUnauthorized.)

NOTE: The password appears in plaintext when entered, but will be encypted after the first
run.
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SSL with imported client certificate – The certificate must be saved to the same host running the
Nlyte Integration for CenterScape. (Add scheme, rejectUnauthorized, and CaFile. User_
Provided.pem is the file name of the certificate.)
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SetUpaScheduledTask
RF Code has included a scheduled task that will run the Nlyte Integration component every five
minutes. The directory structure it uses is based on a default install but can be modified to any
directory.

InWindows:

1. In the Task Scheduler, select Import Task.

2. Select the task.

3. If the software was installed in a directory other than the default, modify the “Start in” as
required.
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4. Execute the task in the task scheduler to verify operation.

In Linux:

1. Copy the simple shell script int_master.sh to the directory in which the Nlyte Integ-
ration Module was installed. This script should be made executable.

2. Edit the script to set the INT_DIR parameter to the name of this directory.

3. Use crontab –e and place an entry in the crontab of the account used to run the software
to run the int_master.sh script every five minutes. One suggestion for this would be as
follows:
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Create an IntegratedLocation Tree
The location tree in CenterScape must be created or updated to match the Locations in iTRACS, with
similar levels and naming conventions so that users can easily recognize corresponding locations
across systems. As a best practice, RF Code recommends unique names for locations in CenterScape
in all situations, in order to avoid any confusion with Detected Location and Assigned Location
attributes. You may need to create a shorthand hierarchy for location names in CenterScape where the
same names have been duplicated in iTRACS, as for example prepending a building number before a
room ID. Each location to which assets will be assigned must have a unique name or mapping will not
work well.

1. In the CenterScape UI, add the corresponding locations:

2. Navigate to Admin Console > Locations/Rules/Maps > Locations & Rules.

3. Select the parent location beneath which your new Location will appear.

4. Click the New Location button.

5. Input the location Name and optional Description.
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6. Save Changes. The new Location appears in the hierarchy beneath the parent location you
selected.
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ConfigureAssetSyncFramework
The Nylte Integration Module includes an updated configuration file for Nylte’s Asset
Sync Framework (ASF). This file must be added to the Asset Sync Framework and the RF Code
plugin updated.

1. Navigate to the directory where the Nlyte Integration Module was installed.

2. Back up the XML file to a safe location.

3. Copy the file Configuration.RFCode.4.0.xml provided by RF Code.

4. Paste this file to the Asset Sync Framework plugin directory:

5. After the config file has been replaced, run the ASF application and select Settings >Con-
figure... to configure the plugin.
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6. Change the web service URL’s hostname and IP address to that of your CenterScape server. If
using http instead of https, change that setting as well along with the appropriate port number
in the URL. The default account used is admin/admin but any account with admin permissions
will work.
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7. Next, on the Location Mappings tab, click the button to Load Locations from Nlyte.
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8. Nlyte will populate the table with a row for each location. Locations in the Nlyte Name
column represent locations currently in the Nlyte system, whether or not assets are assigned to
the location.

9. To map an Nlyte Location to its corresponding location in CenterScape, input the name of the
location as it appears in CenterScape in the column AM Name. You can copy and paste from
the Location and Rules area of the CenterScape admin console. Only locations that can be
assigned assets within Nlyte need to be mapped. These locations are typically “Rooms” and
“Areas”. In the example, the Bronze Room, Storage Room in New York, Green Room, and
Storage Room in New Jersey will be mapped.
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10. For each mapped location, check the box to Enable Sync.

11. Save the configuration, then navigate to Task > Start to run the sync. By default, this will cre-
ate all the cabinets that are assigned in Nlyte for the locations that are mapped. A successful
log output should look like this:

12. After the sync completes, CenterScape should have all the cabinets for the locations that are
mapped in ASF.
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CreateCabinetLocations andAssignCabinets

to Locations
A list of unmapped cabinets is visible from the CenterScape UI after the ASF has been run and
locations mapped. These cabinets may be mapped manually one at a time, but it is typically faster to
create a single cabinet manually and then use the export-import functions for bulk mapping.

1. Navigate to User Console > Assets > Nylte > Unmapped Cabinets and select an unmapped
asset to View or Edit.
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2. Asset information for this cabinet displays in a multi-tabbed pop-up window.

3. Scroll to the Assigned Location field and, from the drop-down, select an Assigned Location
for this asset; or, if the location has not yet been created, Create a Location and assign the asset
to that location.

4. If IR is deployed on the cabinet, add an IR rule:
a. Click New Rule.

b. From the drop-down, selectMatch by IR Locator.

c. Complete the Basic Information and Rule Configuration fields.

d. Save. The new Rule appears beneath the location with a Rule icon .
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5. Select the Summary Asset tab and click Create Summary Asset for Cabinet to associate the
asset with an existing summary asset.
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6. Use filters or navigate to the summary asset, identified with a summary asset link icon .
Select the summary asset and click OK. Scroll down to the Rack Mapping Status and change
the status toMapped. Save.
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ImportCabinets in Bulk
After you have created a single cabinet, this cabinet’s information can be used to model data for
importing in bulk. At least one cabinet must be created in CenterScape before an export is possible.

1. Select the cabinet from the location tree and right-click to view the actions menu. Select
Export.

2. Open the CSV file in Excel.
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3. Using the first row as a template, add information on cabinets to be imported. A unique Name
and GUID must be added for each cabinet. Copy all other information from the first row.

As a best practice, RF Code recommends creating GUIDS matched to Nlyte names as much as
possible; the examples in this document use hyphens with names and underscores with GUIDS but are
otherwise identical.

4. After all cabinets have been added to the CSV, navigate to Admin Console > Configuration
> Import and Browse to... the CSV file to Upload.

Nlyte IntegrationwithRF Code's CenterScape 28



AssignCabinets in Bulk
After either importing cabinets in bulk or manually creating all cabinets in CenterScape, export cabinet
assets to assign locations in bulk:

1. Navigate to User Console > Assets > Nylte > Unmapped Cabinets and select all assets
within the view, then right-click to Export to .csv. Select the option to export all attributes
when prompted.

2. Open the CSV file and delete all columns except class, type, guid, $aName, nlyte_name and
$aLocation. The end result should look like this.
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3. Sort by the Nlyte Name to make the assignments easier. This will order the rows in a more
legible manner:

4. Add a column called $aScope. For the first row, add $aLoaction=GR_02 where GR_02 is the
location ID to which the rack will be associated. Next, change the $aLocation value for the
first row to be GR_02 where GR_02 is the GUID for the location to which the cabinet is
assigned.
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5. Use the pattern drag function to complete the information for all remaining cabinets. Make
sure that GUIDs are associated correctly to the nlyte_name. The nlyte name is a unique field
that will be managed by the ASF server.

6. Import the csv file then check to see that the racks are associated in the location configuration
tree. Each Cabinet Location should have the Associated icon .
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7. Update Rack Mapping Status: navigate to User Console > Assets > Unmapped Nlyte Cabin-
ets. Filter by the location where the mapped assets reside. Select an asset and, in the Rack Map-
ping Status column, right-click to view available actions. Select Edit Attribute > Rack
Mapping Status - All and set toMapped.

8. These cabinets no longer appear in the Unmapped Cabinets view.
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RunFullSync andScheduledSync
The final step in completing the integration is to enable full asset creation. After Cabinets and
Locations are mapped and associated, ASF must be configured to include all the relevant asset types.

1. Open ASF and go to the Class Mappings tab. RF Code recommends enabling Server, Chassis,
Network, Auxiliary, KVM Switch, Peripheral and Cabinet. PDU, UPS, StaticSwitch and
AirConditioning are typically part of Nlyte’s data set, but not assets that are trackable or that
are placed in cabinets, storage rooms, etc.

2. Save the configuration and then run a full sync again. This may take a while as Nlyte pop-
ulates all the assets and their required fields.

l As more sites are added, a full sync should be run again.

l If you are initially syncing more than 20,000 assets, RF Code recommends running
the sync via the Nlyte task in task scheduler.
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3. As Assets are added to CenterScape they will show up as with a sync status of New. The
Nlyte Integration Module updates these assets every five minutes with assigned location and
assigned cabinet data.

4. When the Nlyte Integration is complete, assets will have a Nlyte Asset Sync Status of Synced
or Review Sync:

l Synced indicates that the asset has been properly assigned to a cabinet or location
within CenterScape.

l Review Sync indicates that the location or cabinet referenced was not found in
CenterScape at the time the integration ran.

5. For each asset with a status of Review Sync:
a. add a cabinet

b. add a location

c. manually mark assets as Needs Sync (individually or through mass configuration).

6. Run the Nlyte Integration again.
l Assets marked as Needs Sync will be re-evaluated.

l If the location or cabinet assignment in Nlyte for an asset changes then the asset will
automatically be queued for resync.

7. After the full sync is complete, check Partial Sync in ASF and Save the configuration to set
ASF to do partial syncs rather than full sync. A partial sync will only synchronize assets that
have had modifications since a certain date. After a successful partial sync, the sync date will
advance and the next partial sync will only sync assets with changes since the last partial sync.
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A task to run the ASF sync should have been added when ASF was installed by Nlyte. This task
should be set to repeat every 5-15 minutes indefinitely.
When complete, each Nlyte-created asset in CenterScape should have both Nlyte provided data and
CenterScape-specific data. Any attribute that Nlyte can publish through ASF can be brought into
CenterScape (or be removed). The Location Verified attribute will indicate that an Asset is detected in
the location that Nlyte has specified. Manual intervention to the system should only be needed when
cabinets are moved or the Nlyte location hierarchy changes.
The below screenshots show the same asset in Nlyte and CenterScape.
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TagGroupCodes, IDs, andTreatmentCodes

All RF Code tags have three distinguishing characteristics, regardless of the type, model, or function of
the tag. In the example below is an R155 Temperature/Humidity Tag.

Outlined in the following photo are the three characteristics that distinguish this tag (and all individual
tags) from every other tag:

Group Code: The Group Code is a six-letter code. Examples of this code are THSRCK, LOCATE,
IRCODE, HUMRCK, and RFCRCK.
Tag ID: The Tag ID is a unique eight-digit numeric identifier. You might have 2,000 THSRCK tags
in your environment, but you can only have one with the Tag ID of 00001900.
Treatment Code: The Treatment Code is used together with the Group Code to tell RF Code
software how to interpret the data that each tag sends in beacons to RF Code readers. A Treatment
Code can be associated with multiple Group Codes, so it is important to match them exactly when
adding them to a specific environment of RF Code readers and tags.
All RF Code tags are defined as being members of a specific group, and have a unique tag ID number
within that group. When an RF Code reader is configured, it can be supplied with up to eight group
code IDs and a corresponding treatment code for each group code. The treatment code instructs the
reader how to interpret the payload data for each tag event within that group code. RF Code tags are
smart and have the ability to transmit various types of data within its radio frequency beacon such as
indicators for motion, panic, tamper, infrared location, and low battery.
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RFCodeSupportandProfessionalServices
For additional information about functionality that is not described in this document, please visit the RF
Code support website and/or contact RF Code Support. 
For more information about RF Code Professional Services, refer to
rfcode.com/solutions/professional-services
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